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DISCLAIMER

Implementation of any practices suggested is at your 
sole discretion. Wichert Insurance assumes no 
liability to any party for any damages arising out of 
or in connection with the information. This 
information is a summary of complex issues and may 
not cover all the finer points of a specific topic. 
Accordingly, this information is not intended to be 
legal advice, which should be obtained in 
consultation with an attorney.



BIOS



BIOS

❖Two Mindsets:

➢I have Cyber Insurance so I don’t have to worry.

➢We don’t have cyber insurance, but we don’t have exposure or we will 
self-insure if it happens to us. 

MINDSETS



TALKING POINTS

� Market Conditions

� Cyber Security Prerequisites 

� Ongoing Cyber Security Plan

� Insurance and Risk Transfer



MARKET 
CONDITIONS



CHANGING DAILY

Things to expect:

1. Federal Backstop
2. Standard Policy Language and Coverage Definitions
3. Leveling in Pricing



WHAT YOU SHOULD EXPECT AT YOUR NEXT CYBER 
RENEWAL

� Non-Renewals

� Increased Cyber Insurance Premiums

� Decreased Limits

� Increased Retentions

� Attitude Toward Public Entities
� Fewer Markets offering the Cyber Extortion/Ransomware



WHAT YOU SHOULD EXPECT AT YOUR NEXT CYBER 
RENEWAL - CONTINUED

� Concerns regarding outdated software

� Concerns regarding Open Ports

� Multi-Factor Authentication  (MFA)

� Detailed Applications and Supplements



TYPICAL TYPES OF ATTACKS AND PATHWAYS

� Web Browsing
� Network 

Vulnerabilities
� Malware
� Ransomware 

� Social Engineering
� Phishing/Vishing
� Email Links/Attachments
� Schemes of Confidence
� Threats



HIDDEN COSTS

� Outside Assistance
� Consultants
� Legal Assistance
� Damage to 

Employee Morale
� Physical Threats

� Opportunity Cost
� System Downtime
� Reduced Efficiency
� Brand Damage or 

Loss of Trust
� Incident Response 

Costs/Overtime



CYBERSECURITY 
PREREQUISITES



➢ Let IT take ownership 
➢ Be sure he/she understands the big picture
➢ Make sure IT develops a rapport with staff.  
➢ Employees should not fear their IT folks and 

should feel comfortable advising if they have 
questions or if a mistake has been made

➢ Connect IT Staff with your Insurance Company 
Cyber Loss Prevention Team

➢ Regular communications from IT 

GET YOUR IT PERSONNEL INVOLVED



SYSTEMS AND DATA SHOULD BE CENTRALLY 
MANAGED

� Reduces Hardware Costs
� Security - Limits access to only specific users 
� Data integrity without duplication
� Ease of tracking activities of users
� Ease of training
� Improves IT Department productivity



HARDWARE AND SOFTWARE 

➢ Maintain an inventory of owned hardware and software
➢ Should be easily accessible if a cyber event were to 

occur



DISASTER RECOVERY PLAN

� Implement a Disaster Recovery Plan which 
includes:
○ Detailed and prioritized incident 

Response Plan which includes the action 
steps in the event of a  Ransomware 
Attack

○ Business Continuity by Department
○ Perform tests quarterly to determine 

incident response capabilitiesd



BACKUPS

�Should be performed daily

�A separate copy of the backup 
should be kept off-site



EMAILS SHOULD BE ENCRYPTED

�Prevents unauthorized users from intercepting and capturing login 
credentials, email messages (information ) being sent or received.
�Some email services automatically include encryption
�Without encryption Personal Health Information or non-public 
Personal Information may be accessed by unintended viewers
�Helps identify authenticity of senders when used in conjunction 
with digital signing.



Administrative Accounts

�Keep an inventory including name and user names
�Users should be validated quarterly
�“Special Access” should be as few as possible
�All privileged accounts should have a minimum of 25 character 
passwords for access and passwords should be changed quarterly.
�Admins must have separate credentials for their special access that 
is different from their everyday access to emails, etc.

�Prefer separate server that grants temporary special access



Multi-Factor Authentication  (MFA)

�Remote Access to Information Systems

�Administrative Access

�Remote Access to Email



Patches and Security Updates

�Patches and Updates should be given priority 
and should be installed as immediately!!!  



Security Training

�Users should be trained on the use of 
passwords
�Users should be trained not to open 
unexpected emails
�Users should be trained not to click on links if 
source is unknown

Cyber Training Resource:  
https://zcybersecurity.com/cyber-security-awareness
-training-software-solution-vendors/

https://www.google.com/url?q=https://zcybersecurity.com/cyber-security-awareness-training-software-solution-vendors/&sa=D&source=editors&ust=1664551425400867&usg=AOvVaw3neW_BgkM6zKXTTbyhju_u
https://www.google.com/url?q=https://zcybersecurity.com/cyber-security-awareness-training-software-solution-vendors/&sa=D&source=editors&ust=1664551425401084&usg=AOvVaw1F0cW_4aeldAYHKYxONLzy




ENDPOINT SECURITY

�Endpoint software should be installed to 
    help protect your network
� Cyber carriers prefer that clients use larger 

vendors

Endpoint Resource:

https://solutionsreview.com/endpoint-security/the-b
est-endpoint-security-vendors-and-solutions/
 

https://www.google.com/url?q=https://solutionsreview.com/endpoint-security/the-best-endpoint-security-vendors-and-solutions/&sa=D&source=editors&ust=1664551426075885&usg=AOvVaw2eHjdLEQ-WP5bFVSEuUMnh
https://www.google.com/url?q=https://solutionsreview.com/endpoint-security/the-best-endpoint-security-vendors-and-solutions/&sa=D&source=editors&ust=1664551426076112&usg=AOvVaw0OerNB28YG1OM31wcPL6Sb


QUESTIONS TO BE 
ASKING



QUESTIONS TO BE CONSIDERED

� Is there a statute or mandate that we 
have a cybersecurity program?

� Is my insurance representative 
keeping me posted of changes in the 
cyber marketplace?

� What steps do I need to take 3-6 
months in advance of my cyber 
renewal to ensure I get the best 
terms possible?



WHAT QUESTIONS TOPICS SHOULD I BE ASKING MY IT 
DIRECTOR?

1. Backups and are they accessible to hackers?
2. Network Security - Including MFA, 

Encryption, Antivirus, Firewalls, Endpoint 
Security

3. User Education (bolster against Social 
Engineering)

4. Endpoint Vendors we are using
5. Disaster Recovery Plan



WHAT SHOULD I BE ASKING MY IT DIRECTOR?

6.  Do we employ the following services?
○ Secure DNS
○ Penetration testing
○ Security consulting
○ SEIM (Security Information and Event 

Management)



INSURANCE/
RISK TRANSFER



CRIME CYBER – 1st PARTY CYBER – 3RD PARTY

Computer Crime Computer Fraud (Crime or Cyber) Network & Information Security/
Consultants & Incident Response

Funds Transfer Fraud Funds Transfer Fraud (Crime or Cyber) Communications & Media/
Incident Response & Brand Damage

Employee Theft Crisis Mgmt. Exp./
Outside Assistance & Consultants

Regulatory Defense/
Legal Asst. & Incident Response

Forgery Alteration Security Breach Remediation/
Incident Response

On Premises Theft Computer Program Data Rest./
Downtime

In Transit Social Engineering 
(Payment to Bad Guys)

Counterfeit Money Business Interruption/
Reduced Efficiency & Downtime

Claim Expense



COVERAGE CONSIDERATIONS

� Claims Made Basis
� Retro Date
o Full Prior Acts
o Specified Date

� Continuity Date
� Insurance Company

Resources/Loss 
Control



THANK YOU
WWW.WICHERT.COMQUESTIONS?


